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is implemented in this study to enhance data security in wireless sensor Internet of Things (IoT) 
devices. ECC is chosen for its efficient key generation and compact key sizes, which are well-suited 
for resource-constrained IoT environments. The proposed approach aims to establish secure and 
reliable communication channels, ensuring robust authentication and protection against potential 
security threats. By leveraging ECC's cryptographic strengths, this work contributes to advancing the 
security infrastructure of IoT networks, addressing critical concerns related to data integrity and 
confidentiality. This study shows that the proposed WSN is capable of enhancing data transmission 
efficiency and reliability by exhibiting superior PDR and throughput performance.  
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1. Introduction  
Due to the vulnerability of these sensors, data security has become 

increasingly important. The nature of WSNs results in a large number of 
limited-resource sensors. WSNs can exploit an array of vulnerabilities. 
Consequently, attacks will become more complex and sophisticated as time goes 
on. Nowadays, hackers are capable of altering or modifying data while it is in 
transit and then sending it back to the users with the fabricated information. It is 
imperative to ensure that data confidentiality, integrity, authentication, and 
privacy are met. WSNs, therefore, must provide a secure environment for data 
transfers [1], [2]. Computational limitations, processing time constraints, energy 
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consumption constraints, and efficiency constraints limit the capabilities of 
wireless sensor networks. In IoT deployments, most of the WSNs are 
periodically placed in unsupervised hazardous environments, capturing vital 
data [3], [4], [5]. A user's sensitive data cannot be compromised by users who 
have unauthorized access to it. A security vulnerability, attack, or threat in 
WSNs on IoT can also threaten the data security that is being transmitted. It 
makes users' lives difficult, as well as their data's security. Consequently, crucial 
data of users’ needs to be protected with essential security measures. It is 
important to encrypt and authenticate the packets transmitted by wireless 
devices to ensure data integrity, confidentiality, and authenticity. Furthermore, 
due to their resource constraints and vulnerability to a variety of security 
vulnerabilities, it is common practice for WSNs to use lightweight encryption 
techniques in order to improve data security without degrading the performance 
of the network. It is necessary to use lightweight cryptographic protection as 
data volumes grow exponentially and are susceptible to alteration and 
destruction [6]. In addition to improving the efficiency and performance of 
sensor nodes, lightweight cryptography increases their energy consumption and 
security [3], [7]. As the name implies, sensor networks are systems that combine 
sensors and actuators with general-purpose computers. An environment 
monitoring system based on thousands or hundreds of low-cost, low-power 
wireless nodes will monitor and impact the environment [1]. There are a variety 
of limitations associated with sensor networks, including limited power supplies, 
limited bandwidth, very small memory sizes, and high energy consumption. Due 
to this, providing security becomes extremely challenging as shown in Figure 1. 

 

 
Figure 1 

Wireless Sensor Network 

2. Security Requirements In Wireless Sensor Network 
As part of the security services provided in WSNs, information and 

resources are protected from attacks and misbehaviour. As part of WSN 
security, the following requirements must be met: 
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Confidentiality: The information must be kept confidential and hidden 
from unauthorized parties. Communication between nodes of many applications 
involves highly sensitive information. If a sensor network has neighbouring 
networks, there should be no leak of sensor readings. An encryption key that is 
known only to the intended recipients can be used to maintain confidentiality. 
Asymmetric key encryption is preferred in sensor networks with limited 
resources because public key cryptography is too expensive. A robust key 
distribution mechanism is essential for symmetric key approaches. 

Authentication: When a message is authenticated, its origin is identified, 
thereby ensuring its reliability. The authentication in a WSN must satisfy the 
following requirements: [8], [9] Obtaining an authentication from the 
communicating nodes should be verified (ii) confirming the packets arrived 
from the sensor nodes should be verified. A secret key must be shared between 
the two parties to compute message authentication codes (MACs) for all 
conveyed data in instruction to achieve authentication. Utilizing the MAC key, 
the receiver verifies the genuineness of the message.  

Integrity: Unauthorized parties must not alter data in order to maintain 
integrity. The authentication of data can also guarantee data integrity.  

Availability: When a service or information is available, it ensures that the 
user can access it when they need it. Sensor networks are susceptible to many 
threats that could lead to loss of availability, including node capturing and 
denial-of-service attacks. 

3. Related Work 
An RFID authentication process has been developed using an approach 

RFID-ECC. In this research, the numerous vulnerabilities in IoT data security 
have been analyzed in order to improve it [10], [11]. A radio frequency 
identification scheme is developed using an ECC approach, which considers 
security weaknesses. With this process, the overall security requirements can be 
enhanced at a minimal cost. Using a content-centric network, the Author created 
an ECC framework for secure IoT communication [12]. The certificate-less 
public key infrastructure was designed to ensure security in resource-constrained 
IoT communications. In conjunction with the lightweight cryptosystem, elliptic 
curve cryptography is used to mitigate intermediate cryptographic attacks on 
data security. 

The Author applied a combination of cryptographic algorithms to create a 
secure IoT-based healthcare data transmission model [13]. This process results 
in the creation of hybrid encryption schemes based on discrete wavelets 
combined with Rivest and the advanced encryption standard algorithm. IoT data 
transmitted via a hybrid encryption algorithm, including both text and images, is 
encrypted. Intermediary attackers find it difficult to identify the encryption 
algorithm combination. In hybrid encryption, patient confidentiality, capacity, 
and inaudibility can be maintained. 

Data encryption schemes typically protect IoT parties. Much research has 
been conducted on encryption schemes [14], [15], [16], [17]. The authors of [18] 
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different network levels can be protected by ECC and Diffie-Hellman 
algorithms. In [14], an algorithm that protects privacy using homomorphic 
encryption with symmetric keys is proposed. The Author [19] describes a three-
category key-management strategy for sensor nodes. The Author [20] sensors 
and BS are connected using a symmetric key. This method of transmission aims 
to achieve a high level of security, minimal energy consumption, and improved 
scalability. The paper presents a symmetric key cryptographic scheme for 
hierarchical clustered WSNs [15], [21]. Eavesdropping is the primary objective 
of the scheme. There is a known plaintext attack (KPA) in [16], which produces 
the same CS matrix every round. A symmetric key algorithm is fast and requires 
fewer operations every round [16]. A random mixing bijection is used to merge 
and blend some steps of the round function. The authors of [22-24] proposed 
encrypting and decrypting sensor data by Cellular Automata Rules (CA Rules). 
Data privacy and security were provided by all the algorithms above, but their 
high computational complexity prevents them from being used to secure IoT 
devices with limited power and storage. 

4. Methodology 
For managing data security in wireless sensor Internet of Things devices, 

elliptic curve cryptography (ECC) is applied in this study. As part of the ECC 
method, the key value is generated for the sender and receiver. A session's 
duration and interruptions are accounted for during authentication. For data 
security, a one-time password is used to authenticate each session. A secure IoT 
data management process is implemented to prevent insider attacks. Time 
stamps are used to generate session keys. Incompatibility between previous 
session keys and current session keys can provide resilience to both insider 
attacks and reply attacks. Further dictionary attacks can be exploited in wireless 
sensor IoT devices through end-to-end authentication with the ECC algorithm 
and linear hashing. 

a. Authenticating Sessions 
Smart applications are created by collecting data from wireless sensor IoT 

devices. Detailed information is transmitted between locations; data security and 
privacy should be maintained. Distributed environments with authentication are 
used to store and send information in order to ensure its safety. The verification 
procedure involves verifying a user's identity in order to access IoT resources, 
data, and applications. Accountability and trust are managed through 
authentication. One-time password schemes are used to transmit wireless sensor 
IoT device information, which is only able to reduce the possibility of insider 
attacks. The system enables secret communication between the sender and 
receiver by generating a list of passwords. Passwords are only selected from a 
list that is saved on the server by the sender. Depending on the user's selection of 
password, the password is changed, preventing insider attacks by revealing the 
password. It consists of two steps: registration (users of IoT devices registering 
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their data to the server) and login and authentication (the server authenticating 
the user). 

b. Registration 
Registration is the first step in session-critical distributed authentication. 

The server receives the secret key from every wireless sensor IoT device. SK 
stands for the secret key. Each session (GR) is generated by generating random 
numbers   based on the timestamp  . As a result, we denote the session key as 
          (1) 

Servers generate key values based on session keys and secret values and 
send them to users as        . The user receives a computation of   
value, which is then used to estimate the session key    value 
           (2) 

A random value for   is generated by the user, and the initial    value is 
generated as a result of this. Equation (3) is used to calculate the value. 
          (3) 

It is then necessary to determine the secret key   and session key   , and 
the server should be informed about the number of times N. Perform the 
      and      before transmitting       and     . 

User-transmitted information, including       and      were 
processed by the server to determine   and    values. Following are the steps 
taken by the server to compute the password based on the SR of the initial key 
and the linear hash function: 
       (  ) (4) 

As defined by Equation (4), H represents the linear hash function, which 
means the dynamic structure of the data implements the hash table when 
generating passwords. Password generated by         .    and   values 
are saved in the server database as generated passwords. Users are given session 
IDs by servers when they login to IoT devices. As a result of this process, it is 
possible to authenticate when accessing the IoT details in a distributed 
environment. Equation (5) is also used to compute       and   .  
          (  )        (  ) (5) 

      and    are XORed with   , the session key, and passed along to the 
user. A representation of the XOR process can be found in Equation (6). 

  
     
     
     

} (6) 

Equation (6) XORs the received values to get the original passwords       
and    using the session key   . It is through the registration process itself that 
end-to-end authentication is enhanced here. During every key transmission, the 
secret is enabled while the user and server communicate. In both wireless sensor 
IoT device data transmissions and communications, this secret communication 
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process is robust against insider attacks. Due to the presence of a third party, the 
authentication ensures an end to IoT communication when equal values are 
encountered. Upon completion of wireless sensor IoT device user registration 
and information transfer from a single location to another, data transfer can 
begin. It has been possible to access the data from the IoT devices by logging in 
and authenticating. The following are the steps involved in securing data access. 

c. Login and Authentication 
An authentication process is essential to validating a user's identity and 

giving them access to the system. As soon as the user logs into the server to 
access the data, a new session key is generated by the server called   .    is 
generated according to   timestamp and   random number. A hash function,  , 
and initial key     defined by Equation (7), are used by the server to estimate 
the password. 
           (  ) (7) 

    is used to compute  , and   is used to compute  . To perform 
authentication, the server uses the      value in conjunction with the session 
key, such as         and        . Users then calculate the session key 
value by using the computed values from Eq. (8). 
          (       ) (8) 

A comparison is made between the computed value and the user's 
timestamp. As a result of Equation (9), an estimate of SK can be made if the 
value is valid. 
        ( )  (9) 

In Eq. (9),        . Verifying the identity of the user is done by 
checking the estimated    value against the server memory. Authentication is 
successful if the computed value matches the database value. 

Upon verifying the server's identity, the session key is       (     ) 
with the password.       (     ) is used by the server to compute the 
password.      is calculated by taking the hash value of    and dividing by the 
estimated    Value. In the case of a match between    and     , the user is 
verified.   is updated with   on the server. Here,           on the server. In 
preparation for the next logins and data access, the server has generated the next 
password and sent it to the user. In this example, Eq. (10 is used to generate the 
password. 
          (       ) (10) 

     values are stored in the database so that subsequent logins and IoT 
wireless sensor data access are secured. As sessions are maintained at every 
timestamp, insider attacks cannot occur because passwords are updated every 
time. Secret keys and session keys enabled secure data access in this study. As a 
final step, the Elliptic Curve Cryptography (ECC) method is used to encrypt 
user information after the details have been verified with the server database. 
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d. Elliptic Curve Cryptography-Based Authentication 
A public-key cryptographic system encrypts information and keeps it 

confidential. As a result of the ECC approach, IoT data can be accessed securely 
and privately. A one-time critical session-based authentication process ensures 
user and server authentication. A third-party server's data is accessed using end-
to-end authentication during the user verification process. 

With this method, concealed authentication is performed using an 
enhanced elliptic curve cryptography algorithm (ECC). As a result of the elliptic 
curve equation, the public and private keys are generated without involving 
traditional prime numbers. Third parties will find it difficult to guess the elliptic 
curve-based generated keys due to their robustness and complexity. This 
algorithm is designed to consume the least amount of computing resources and 
to ensure the highest level of data security possible. Based on Eq (11), we can 
form the Equation for an elliptic curve  ( ). 
             (11) 

   is represented by the elliptic curve in Eq. (11);   and   are real 
numbers. 

Parameters are required to create a public key and a private key. Public 
keys are defined by an elliptic curve, and secret keys are randomly chosen by 
the user among        . The user and server exchange key values based on 
the ECC algorithm for authentication purposes. ECC-related key values have the 
greatest impact on overall system security. Security is enhanced by registering, 
logging in, and authenticating wireless sensor IoT devices. 

A successful authentication between the user and server allows access to 
information on the wireless sensor IoT device. ECC is used to generate the 
initial key, which is more secure and difficult for intermediates to guess. 
Registration, logging in, and authentication are all dependent on the secret key 
and session key to maintain data security. Additionally, the generated session 
keys with passwords are varied, making it difficult for the authenticated person 
to guess from session to session. Users select the passwords themselves, which 
are different every time. The created system, therefore, effectively addresses the 
insider attack issue. 

5. Result and Analysis 
Comparisons are made between the proposed Identity-Based Encryption 

(IIBE) and Identity-Based Authenticated Encryption (IBAS) models when 
measured by packet delivery ratio (PDR), throughput, delay, and encryption 
time. A node's performance value is indicated on the Y-axis, while its number is 
indicated on the X-axis. This Figure 2 compares the proposed model to the 
current IIBE and IBAS models in terms of packet delivery ratio (PDR) 
performance measurements for IoT-based Wireless Sensor Networks. Nodes are 
represented by the X-axis and PDR values by the Y-axis. The results indicate 
that the proposed model significantly outperforms the IIBE and IBAS models. 
At 250 nodes, the proposed model achieves a PDR of 99%, whereas the IIBE 
and IBAS models attain PDR values of 92% and 93%, respectively. This higher 
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PDR indicates that the proposed model is more efficient in ensuring that data 
packets are successfully delivered across the network. The improved PDR can 
be attributed to the model's optimized routing algorithms and enhanced data 
handling capabilities. By achieving a higher PDR, the proposed model 
demonstrates greater reliability and effectiveness in maintaining robust 
communication within IoT-based WSNs. 

 

 
Figure 2 

Packet Delivery Ratio versus number of nodes. 
 

Based on the metrics of throughput performance, Figure 3 compares the 
proposed model with the existing IIBE and IBAS models. The X-axis represents 
different performance indicators, while the Y-axis depicts throughput values 
measured in (Kbps). According to the results, this model achieves a 360 Kbps 
throughput. In contrast, the IIBE model demonstrates a throughput of 340 Kbps, 
and the IBAS model achieves a throughput of 350 Kbps. This comparison 
underscores the superior data transmission efficiency of the proposed model 
compared to the current IIBE and IBAS models. The higher throughput of the 
proposed model signifies its capability to handle and process data at a faster rate, 
thereby improving overall network performance. This advantage can be 
attributed to optimized encryption algorithms and efficient data packet 
management techniques employed in the proposed model. In summary, Figure 3 
emphasizes the enhanced throughput performance of the proposed model, 
highlighting its potential to enhance data transmission speeds and network 
efficiency compared to existing encryption models like IIBE and IBAS. 
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Figure 3 

Average throughput (kbps) versus number of nodes. 
 
In Figure 4, the proposed model is compared to the existing IIBE and 

IBAS models in terms of complete delay efficiency metrics. On the X-axis, node 
numbers are represented, while on the Y-axis, they are measured as end-to-end 
latencies. The findings demonstrate a significant improvement in delay 
efficiency with the proposed model. Specifically, the proposed model achieves 
an end-to-end  delay  of 49 seconds, which is considerably lower than the delays 
observed with the IIBE and IBAS models. The IIBE model records an end-to-
end delay of 84 seconds, while the IBAS  model  shows a  delay of  63  seconds. 

 

 
Figure 4 

End to end delay (sec) versus number of nodes. 
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End-to-end latency was reduced by the proposed model, demonstrating its 
efficiency. The optimized processing algorithms and efficient handling of data 
packets contribute to this improved performance. This model enables the system 
to process data quickly and respond in real-time by minimizing delays, thus 
making it more suitable for real-time applications. Overall, Figure 4 underscores 
the proposed model's superior delay efficiency compared to existing models, 
demonstrating its potential to improve network performance and reduce latency 
in various applications significantly. 

Figure 5 provides a detailed comparison of the proposed model's 
encryption time performance against the current Identity-Based Encryption 
(IIBE) and Identity-Based Authenticated Encryption (IBAS) models. As the X-
axis represents plaintext size, the Y-axis shows the length of time that it took to 
encrypt the message. The comparison reveals that the proposed model 
significantly outperforms both IIBE and IBAS models in terms of encryption 
speed. For a plaintext size of 100MB, the proposed model completes the 
encryption process in just 70 seconds. In contrast, the IIBE model takes 185 
seconds, and the IBAS model requires 90 seconds to encrypt the same amount of 
data. This performance improvement can be attributed to the optimized 
algorithms and efficient processing techniques employed in the proposed model. 
The reduction in encryption time demonstrates the model's efficiency, making it 
a more practical and effective solution for scenarios where rapid data encryption 
is crucial. A real-time data processing and secure communication application 
may benefit the most from this advantage. 

Overall, Figure 5 highlights the proposed model's superiority in encryption 
speed, underscoring its potential to replace existing encryption methods with a 
faster and more efficient alternative. This improvement can enhance the 
performance of systems relying on encryption for data security, providing 
quicker encryption without compromising security standards. 

 

 
Figure 5 

Encryption time (sec) versus number of nodes. 
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6. Conclusion 
This study has demonstrated the efficacy of employing elliptic curve 

cryptography (ECC) in session-critical distributed authentication for enhancing 
data security in wireless sensor IoT devices. By leveraging ECC's efficient key 
generation and compact key sizes, we have addressed the challenges posed by 
resource constraints in IoT environments while ensuring robust cryptographic 
security. The implementation of ECC-based authentication has shown promising 
results in establishing secure communication channels and mitigating potential 
security vulnerabilities. The proposed model demonstrates superior performance 
across multiple metrics. It achieves a significantly reduced encryption time and 
end-to-end delay compared to IIBE and IBAS, enhancing data transmission 
efficiency. Moreover, the proposed model exhibits a higher Packet Delivery 
Ratio (PDR), ensuring reliable data delivery in WSN environments. Notably, the 
proposed model also achieves a higher throughput, indicating improved data 
handling capabilities. The results highlight the proposed model's potential to 
advance data security and network efficiency in modern IoT applications. 
Further research could explore optimizations and enhancements specific to IoT 
deployments, such as lightweight ECC variants or integration with emerging 
authentication protocols. These efforts will be crucial in advancing the reliability 
and scalability of IoT security solutions, ultimately fostering trust and resilience 
in connected IoT ecosystems. 
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